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PRAISE FOR THE
PRAXEOLOGY OF PRIVACY

“Max Hillebrand’s book recommendations introduced me to two
of my favorite books of all time. His own book is now added to
that list. The Praxeology of Privacy manages to seamlessly apply
Misesian logic to the Internet world we live in today, pointing out
the dangers of the sunken cost of mass surveillance, and why the
future still looks bright because of all the innovation in Freedom-
go-Up technology that Max has dedicated his life to help manifest
into reality.”

— Knut Svanholm

“Max has been working on and advocating for privacy for as long
as I've known him, and The Praxeology of Privacy is the book I"ve
been waiting for this whole time. This book bridges the cypherpunk
ethos and Austrian economics, helping people from each tradition
understand the other. In the modern era of state surveillance and
control, The Praxeology of Privacy is a practical guide to defending
your privacy.”

— Luke de Wolf

“The Praxeology of Privacy does an excellent job integrating the
Axiom of Resistance into a comprehensive praxeological treatment
of privacy as selective disclosure and strategic defense. In weaving
together Austrian action principles, cypherpunk ethos, and soft-
ware engineering, it offers a practical roadmap for building parallel



institutions that raise the cost of surveillance. The synthesis is both
coherent and timely, showing why resistant money, anonymous
communication, and decentralized protocols matter well beyond
any single technology. The core synthesis pertaining to action and
resistance is powerful, and readers will gain a great deal from the
book’s rigorous integration of theory and implementation. Highly
recommended for anyone serious about building a freer future.”

— Erik Voskuil

“Max Hillebrand'’s The Praxeology of Privacy builds on the thought
of Mises, Rothbard, and Hoppe, as well as that of other thinkers,
such as myself, to continue to extend the science of liberty to further
domains and topics. Hillebrand dispatches with the notion of an
independent 'right to privacy’ not anchored in property rights in
material resources. Privacy is not a separate property right; it's
what results when self-ownership and property rights are respected.
Nonetheless, privacy is crucially important: it is the ability to
selectively reveal oneself to the world, an aspect of purposeful
behavior. Hillebrand also develops what he calls the axiom of
resistance, based on Voskuil’s Cryptoeconomics, to explain how
rights to control resources require the ability to resist external
control. This is a fascinating and ambitious work, sure to delight
and provoke those hungry for further exploration of praxeology and
liberty.”

— Stephan Kinsella, author of Against Intellectual Prop-
erty



NOINRAWIGIND,

The Praxeology of Privacy is an extraordinary book, and the chief reason
for me saying so is simple: I spent twenty years in the privacy trenches,
and during that time I learned many lessons, at the cost of great time
and effort. In this book, however, Max Hillebrand has gathered all of
those lessons, and more beside, into a book that you can obtain for a
modest cost, and from which you can deeply educate yourself in a fairly
small number of hours.

I would have paid dearly for such easy to access information years
ago.

There are, to me, three prominent benefits to this book. The first is
simply that Max explains not just the things themselves, but why they
are true and why they operate as they do. If you're at all like me, this is
the ingredient that holds the entire discourse together. Lists of facts are
fine, but an understanding of how and why they operate is what makes
the whole recognizable and intelligible — and memorable.

The second factor is one that I know from my years of friendship
with Max, and which I'm especially pleased to pass along to you: Max
has lived this, not just observed it. Max has lived the cypherpunk life.
(Cypherpunks being privacy and encryption advocates.) He has had
to put the ideas in this book to the test in real life, and for many years
now. That inevitably strips the metal from the dross and is essential to
any practical understanding of what works and doesn’t. Trial in the real
world rips away misunderstanding and thin understandings like pretty
much nothing else. So, nice-sounding ideas which couldn’t survive
hostile contact with the world were stripped away before this book was
written.

The third reason for my valuing this book is one you might not expect
from the title: By the time you're done you'll have received an excellent
education in economics. While this is far from an economics text, the



overlap between human motivations, incentives and costs (monetary
or otherwise) associated with all of this are perhaps best explained in
economic terms. And so this best way of explaining exposes you to a
great deal of economics along the way, even though it doesn’t feel like
you're learning economics.

For many years we’ve lacked this level of examination of privacy
in human life and human affairs. Now we have one, and I highly
recommend that you get a copy. You'll need either this or a career in
privacy to grasp the information economics of the 21st century. Please
believe me that this way is easier.

PauL ROSENBERG
May 2026



PREFACE

Privacy is the precondition of every voluntary arrangement a free per-
son enters into, and it is being engineered out of daily life. This book
is about the conditions under which it survives. Privacy in the working
sense developed here is selective disclosure: the power to choose what
is revealed and to whom. Selective disclosure is a stronger notion than
concealment or secrecy, and conflating the three is the main reason
public debate about surveillance stays stuck.

The subject has become urgent because two infrastructures ma-
tured at the same moment. Cryptographic capability sufficient to pro-
tect ordinary communication, payments, identity, and computation is
now in production: post-quantum signatures, threshold systems, zero-
knowledge proofs, and computation on encrypted data are deployed
and used. So is the observation stack assembled on the other side.
Commercial spyware reaches opposition journalists, lawyers, and politi-
cians through the phones in their pockets. Data brokers sell aggregated
records to the agencies that once had to obtain them directly. Propos-
als in major jurisdictions would mandate scanning inside encrypted
applications, removing the protection end-to-end encryption provides.
Programmable money with spending restrictions defined by the issuer
is moving from research into pilots. Two architectures are contending
for default status. Whichever becomes common infrastructure will be
difficult to replace inside the ordinary political calendar.

The pressure is not confined to any one population. A journalist
protecting a source, a small business owner whose payment processor
froze an account without explanation, a doctor whose patient records
sit on a vendor’s server, a parent whose child’s school issues mandatory
tracked devices, an opposition organizer in a country with hostile au-
thorities, a developer who would like to ship a working system without
an enforcement letter: all are operating inside the same observation



environment, with the same primitives available to defend themselves.
The question of who can audit, who can refuse, and who can build is no
longer specialist.

This book joins two traditions that arrived at the same conclusions
from different starting points. Austrian economics, through deduction
from the fact that human beings act, established that privacy is structural
to deliberation and exchange, that sound money is essential to eco-
nomic coordination, that the state is systematic aggression on whatever
scale its enforcement capacity permits, and that the socialist calculation
problem makes central planning incoherent. The cypherpunk tradition,
through cryptographic engineering grounded in agorist and voluntary-
ist thought, established that privacy can be defended in production, that
sound money can be programmed, that systems can be built to resist
control at a cost their operators can afford, and that the infrastructure
can be open enough for any user to audit. Their synthesis is the purpose
of this book.

An old and practical gap runs between them. Austrian writing
rarely commits to the implementation question, and much of it stops
at diagnosis; a state threatened by software will not be persuaded by
another essay. Cypherpunk practice often commits to implementation
before it has settled the political-economy question; it builds working
cryptography that can still fail as a social system. Builders centralize
what should remain distributed, make compromises that betray the
purpose of the system, lose to incentives they never audited, and ship
products that reverse the protection their technology provides. Theo-
rists publish explanations of the trap and leave the tools to others. Each
tradition needs the other, and what they share is enough to rebuild the
defensive layer the surveillance era has dismantled.

The book is a treatise: a sustained argument that proceeds by defi-
nition, derivation, scope fence, and cross-reference. Each chapter states
what it establishes, derives the conclusion from prior chapters, fences
its scope against overreach, and points forward to where the derivation
continues. Three axioms do the structural work. Mises’s action axiom
treats privacy as a condition of purposive action toward chosen ends;
Hoppe’s argumentation axiom treats privacy as a condition of rational
discourse; Voskuil’s axiom of resistance treats privacy as a consequence



of raising the cost of observation above the observer’s willingness to pay.
The chapters operationalize these axioms against the cryptographic
primitives that make the engineering possible.

The Austrian line this book inherits runs through Mises on ac-
tion, Rothbard on property, Hoppe on argumentation, Hayek on the
knowledge problem, and Oppenheimer on the state’s origin. For the
cypherpunk line: May and Hughes on the political meaning of cryp-
tography, Finney on running code, Nakamoto on sound digital money,
and Voskuil on the axiom of resistance. Agorist and voluntaryist writ-
ing that shaped the cypherpunks’ self-understanding appears where
it carries weight. The privacy claims the book defends rest on three
rights that are common ground across the libertarian-Austrian tradition:
self-ownership of the body, property rights in physical resources, and
contract. “Privacy rights” as a freestanding category is not invoked;
Chapter 6 develops the property-theoretic frame in detail and marks
where the live intra-Austrian disagreements over patent and copyright
sit.

A reader from the Austrian tradition will find the theory operational-
ized. Cryptographic primitives translate through economic analogies,
and the engineering arguments are formally compatible with the ax-
iomatic method. A reader from the cypherpunk tradition will find
the economic and praxeological frame much of the tradition already
draws on implicitly: why these systems matter beyond their technical
merit, which compromises preserve their purpose and which destroy it,
and how the sound-money and cryptographic projects converge into a
single operational stack. A reader from neither tradition, who senses
that something has tightened and wants to understand why, will find
the argument accessible from first principles. The only prerequisite is
seriousness.

Privacy is part of the conditions under which human beings deliber-
ate, exchange, save, coordinate, and live unobserved when they choose
to. The strategic claim the chapters develop is simple. State predation
depends on state observation. When observation gets cheaper, preda-
tion gets cheaper; when observation gets more expensive, predation
recedes. The engineering that raises the cost of observation is the
engineering this book is about.
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THE NATURE OF PRIVACY

Privacy is control over disclosure, not concealment, the power to se-
lectively reveal oneself. That definition separates privacy from two
adjacent concepts. Secrecy is narrower, and anonymity concerns attri-
bution. The “nothing to hide” argument works only by collapsing these
three into one; once they are held apart, it loses its force.

Privacy is also strategic. Observation is the first step of every targeted
intervention, and raising its cost disrupts the whole sequence. Surveil-
lance requires infrastructure, analysts, and time; a key pair costs almost
nothing. That asymmetry, more than any appeal to rights, explains
why privacy tools provoke such hostility from institutions built on
surveillance.

What remains for later is the ground beneath these claims. Privacy
as a structural feature of action waits for Chapter 3, the normative case
that surveillance is unjust for Chapter 4’s argumentation ethics, and the
economic consequences of observed exchange for Chapters 7 and 9. This
chapter fixes the vocabulary those arguments presuppose.



TWO TRADITIONS, ONE
CONCLUSION

Two traditions reached the same conclusion about privacy from different
starting points. The Austrian line begins with the acting individ-
ual: from Menger through Mises, Rothbard, Hoppe, and Konkin, it
shows that action starts in private judgment, that voluntary order can
emerge without central design, and that coercive intrusion damages
the conditions of exchange. The cypherpunk line begins with technical
possibility: from Chaum through Hughes and May;, then into the digital
cash precursors, it shows that privacy can be built into systems, that
open code matters for verification, and that working tools can shift
power away from institutions built on observation.

Their convergence is evidence. They used different methods be-
cause they confronted different sides of the same reality, and each
contributes what the other lacks. Austrian analysis grounds privacy
in action and identifies the voluntary order that makes it possible;
cypherpunk engineering shows how resistant systems can be built and
maintained against real adversaries. Konkin’s counter-economics is the
bridge, the Austrian critique turned into a program of transition that the
cypherpunks then made operational.

This chapter traces intellectual lineage. The full axiomatic derivation
begins in Chapter 3, the normative case in Chapters 4 and 5, and the
assessment of Bitcoin, Tor, Nostr, and the rest in Parts V and VI.



THE ACTION AXIOM:
PRIVACY AS STRUCTURAL
FEATURE

Human action is purposeful behavior, and the claim cannot be coher-
ently denied because denying it is itself purposeful behavior. From
that axiom several descriptive facts follow. Deliberation is internal,
occurring in the actor’s mind before any outward sign. Preferences are
subjective, existing only in individual acts of valuing that no external
observer can reach directly. Information asymmetry between actor and
observer is therefore structural, not incidental. Privacy, on this account,
is a fact about how action works before it is anything else.

The chapter is descriptive and stops there. It does not claim that
privacy is necessary for action to occur, people act under surveillance
constantly, or that violating it is wrong, or that actors own their bodies
and thoughts as property. Those are normative claims, and the Ac-
tion Axiom alone cannot carry them. The Non-Aggression Principle,
property rights, and the moral case against surveillance all require the
argumentative foundation Chapter 4 develops from Hoppe’s argumen-
tation ethics.



THE ARGUMENTATION
AXIOM AND
SELF-OWNERSHIP

Hoppe’s argumentation ethics shows that engaging in discourse pre-
supposes self-ownership: the denier of self-ownership must exercise
exclusive control over body and mind to formulate and express the
denial, which is performative contradiction. Property rights follow from
self-ownership through original appropriation, the only universalizable
rule for resolving conflicts over scarce resources. The Non-Aggression
Principle follows in turn: uninvited interference with person or property
is aggression, and force is justified only in defense against it. Coerced
surveillance violates self-ownership and therefore counts as aggression
by the same framework.

The argument has faced objections over four decades and has an-
swered them. Murphy and Callahan asked whether Hoppe establishes
ownership or mere use; the distinction collapses under scrutiny, and re-
fusing to acknowledge ownership places one outside rational discourse
entirely. Hume’s is-ought question asks whether the argument bridges
description and prescription; it does not derive ought from is but shows
that certain normative claims cannot be coherently denied. A partial-
application objection asks why principles established in argumentation
apply outside it; universalizability is constitutive of argumentation itself.
Kinsella’s estoppel argument, the preargumentation defense for poten-
tial arguers, and van Dun’s clarification that rejecting the argument’s



presuppositions places one outside the community of discourse all
strengthen the same framework.

The argumentation axiom reaches further into privacy than the gen-
eral aggression analysis alone. Argumentation presupposes cognitive
privacy: the deliberative process that precedes expression must be exclu-
sively controlled by the arguer, or the conclusions reached are not that
arguer’s own. It also presupposes expressive control: the right to choose
what to disclose and to withhold what one has not offered. These are not
derived from a general right to secrecy but from what discourse requires.
A state that strips cognitive privacy and compels total disclosure has
destroyed the conditions under which its subjects could participate as
real parties to any normative argument about the rules that govern
them. The surveillance regime is a performative contradiction at the
institutional level: it claims to rule by law and argument while removing
the presuppositions that make law and argument possible.

What this provides is the criterion, not a complete rulebook. Con-
sent, public observation, and inference from available information each
require case-by-case application of the principle. The framework also
does not establish that privacy is enforceable in practice. Chapter 5 takes
up the Axiom of Resistance; the technical and economic chapters that
follow turn the norm into something the world can maintain.



THE AXIOM OF RESISTANCE

The Axiom of Resistance is the third foundation: systems can be
designed to resist external control, not as a proved fact but as a well-
grounded assumption. It rests on computational hardness in cryptog-
raphy, the empirical record of Tor, Bitcoin, and end-to-end encryption
resisting pressure for years, and the methodological point that accepting
the axiom defines the subject matter of the rest of the book. The
epistemic peculiarity of its denial, that a person who could never verify
resistance also cannot reliably conclude it is impossible, does not prove
the axiom but narrows what confident rejection can coherently assert.

The axiom claims possibility, not inevitability. Resistance often fails
under physical coercion (the “$5 wrench attack”), implementation error,
user mistakes, or insufficient network scale. It is also not costless. Cryp-
tography makes digital defense cheap and digital attack expensive, but
physical coercion inverts the asymmetry, and system design can shift
costs without eliminating them. Today’s security may be tomorrow’s
vulnerability as threats evolve and states bring resources individuals
lack: legal authority, compelled cooperation, supply-chain access. The
assumption remains an assumption, and reasonable people can reject it
while analyzing different systems. What it makes possible is the rest of
the book, which proceeds under the first choice.



INFORMATION, SCARCITY,
AND PROPERTY

Property rights apply to scarce resources, and scarcity is what creates
the conflicts property rights exist to resolve. Information content is
non-scarce: unlimited parties can hold the same idea without conflict. It
cannot be property, and the mechanisms patents and copyrights use to
pretend otherwise create artificial scarcity through state violence, grant-
ing some parties control over how others may arrange their own physical
media. That is restriction enforced by aggression, not protection of
rights.

Privacy does not need information-as-property to be defensible. Self-
ownership protects mind and body, physical property protects devices
and papers and homes, and contract creates enforceable confidentiality
obligations through voluntary agreement. These three mechanisms
cover the person and their possessions, not abstract patterns of informa-
tion. They do not reach independent discoverers, downstream use of
other people’s property, or information voluntarily disclosed without
condition, and they should not; the framework rejects ownership claims
over patterns and limits ownership to scarce things. Free and open-
source software is the standing empirical confirmation of the framework.
Source code is a non-scarce pattern released under licenses that disclaim
or neutralize the copyright privilege, and the resulting software runs
most of the world’s cryptographic and communications infrastructure
while developers are compensated for scarce inputs (time, attention,
expertise) through ordinary contracts for labor, support, and services.



What this chapter sets is the criterion, not its full application. A com-
plete theory of commercial data practices needs Chapter 11’s treatment
of deceptive collection, and the technical means of enforcing privacy
when contract alone does not suffice belong to the later chapters on
cryptography, anonymous networks, and private monetary layers. The
privacy tools this book relies on implement existing rights, and the next
three chapters carry the framework into exchange, capital theory, and

monetary analysis.



EXCHANGE THEORY AND
PRIVACY

Exchange is mutual benefit through trade. It requires information,
deliberation, and agreement, and through price signals it coordinates
production and consumption across the economy. Privacy enhances ex-
change at every layer: protected deliberation produces better-informed
decisions, controlled disclosure lets negotiation work without collaps-
ing into exploitation of the weaker side, confidential terms let parties
structure arrangements their competitors cannot copy, and graduated
revelation lets trust develop at its own pace. Surveillance distorts
the same processes. Monitored deliberation shifts decisions toward
appearance management, chilled transactions do not occur, and third
parties intervene in exchanges they can observe.

The claim is comparative, not absolute. Exchange occurs under
surveillance constantly; privacy does not make exchange possible but
makes it better, preserving marginal transactions and reducing sys-
tematic distortion. The economic case stands independently of the
normative one. Even without Chapter 4’s ethical argument, the coordi-
nation gains privacy provides would justify protecting it. The axiomatic
foundation in Chapter 3, the ethical prohibition in Chapter 4, and the
tool-level implementation in Parts V and VI complete a picture this
chapter treats strictly in economic terms.



CAPITAL THEORY AND
ENTREPRENEURSHIP

Privacy infrastructure is capital in the Austrian sense, produced means
of production that require present sacrifice for future capability. Round-
about methods of achieving privacy, which build cryptographic tools
and protocols, outperform direct methods that rely on institutional
promises: the second approach depends on the continuing goodwill
of institutions the user cannot control, and the first does not. Higher-
order goods (cryptographic foundations, protocols) enable lower-order
goods (applications, services), and each generation of development
compounds on the accumulated capital of the last.

Time preference theory explains why users split over the privacy-
convenience tradeoff without either side being irrational. High time
preference favors immediate convenience through surveillance-enabled
services; low time preference favors investment in privacy infrastructure
whose payoff accumulates over time. Markets coordinate these pref-
erences through specialization, with low-time-preference developers
building tools that high-time-preference users can later adopt. En-
trepreneurial discovery drives the innovation itself: alert entrepreneurs
notice unmet privacy needs and develop solutions that displace infe-
rior surveilled systems. Capital heterogeneity means different tools
serve different purposes, and no central planner could coordinate the
dispersed knowledge their allocation requires.

The chapter provides the capital-theoretic foundation. Which spe-
cific tools to adopt, and how they work in practice, belong to Parts
V and VI. The ethical case against state channels rests on Chapter 4’s



argumentation ethics and Chapter 5’s analysis of coercion. The institu-
tional forms through which privacy capital is deployed at scale come in
Chapters 24 through 26, and this chapter supplies the foundation they
presuppose.



MONETARY THEORY AND
SOUND MONEY

Money emerges through market process, not government decree.
Menger showed that individuals seeking to overcome barter’s double
coincidence of wants naturally converge on goods with superior
salability, and the spontaneous emergence explains money’s origin
without central planning. Sound money has properties derived from
its three functions, medium of exchange, store of value, unit of account,
and transaction privacy belongs with the others: money that exposes
all transactions distorts the voluntary coordination the other properties
exist to support.

Fiat money creates systematic problems the Austrian tradition has
documented for a century. Unlimited supply expansion transfers wealth
from later to earlier recipients, corrupts the calculation on which pro-
duction depends, destroys savings, and generates the business cycle.
Modern fiat is also surveillance money, generating transaction records
that enable monitoring and control. The distinction between money
proper and money substitutes illuminates the current architecture:
physical cash is the only base money citizens can hold directly, while
account balances are claims on commercial banks that can be frozen,
seized, or denied under legal pressure the bank cannot refuse. Chapter
10 examines what happens when the state tries to remove that buffer
through central bank digital currencies.

Digital money can restore the properties fiat has lost. The require-
ments, decentralized verification, digital scarcity through rivalrousness,
transparent and immutable supply, user-defined rules, permissionless



access, transaction privacy, censorship resistance, are what Chapters
18 through 20 assess for Bitcoin specifically, including its real privacy
limitations. The regression theorem’s application to novel digital money
remains contested within Austrian economics; this book adopts the
subjective-value interpretation while leaving the underlying question
open. And the chapter critiques fiat’s systematic problems while grant-
ing its medium-of-exchange function.
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FINANCIAL SURVEILLANCE
AND STATE CONTROL

Financial surveillance operates through Rothbard’s intervention typol-
ogy. Autistic intervention prohibits privacy tools directly; binary
intervention extracts information from individuals through subpoena,
seizure, and compelled disclosure; triangular intervention, the domi-
nant form, forces private institutions to surveil on the state’s behalf.
The Bank Secrecy Act and its successors built the third mechanism
into the core of the financial system, and the Misesian logic of inter-
vention explains why the apparatus has expanded across every decade
since. Central Bank Digital Currencies, in their strongest surveillance-
oriented forms, narrow or remove the commercial-bank buffer between
state and citizen and can combine all three intervention types into
a single programmable instrument. The FATF Travel Rule and the
chain-analysis industry extend the same triangular logic to virtual-asset
service providers, converting blockchain transparency into identified
enforcement targets by anchoring address clusters to KYC touchpoints.

Nigeria’s eNaira stayed below one percent adoption because vol-
untary adoption requires the CBDC to outcompete incumbents, and
mobile money was already more convenient. China’s e-CNY reached
every major city through regulatory pressure routing transaction flow
into the system. The EU’s Digital Euro is in deliberative preparation
for potential 2029 issuance, and the U.S. reversed course through Ex-
ecutive Order 14178 (January 2025), prohibiting federal retail CBDC
development and favoring regulated dollar-backed stablecoins instead.
Cross-border settlement split along the same lines: the BIS withdrew



from mBridge in late 2024, leaving it as a BRICS-aligned alternative,
while Project Agora, launched April 2024, carries the Western-aligned
parallel. The architecture splits by political alignment, and the choice of
rails determines the choice of observer.

Privacy breaks the state’s decision cycle at observation. Boyd’s
OODA loop depends on it, and when privacy technology degrades
observation, orientation, decision, and action all degrade behind it. The
cost asymmetry favors defenders: cryptographic defense is cheap and
attack is expensive. This does not make every CBDC design equally
surveillance-oriented; the cash-like bearer designs sit at one end of the
spectrum and the fully programmable systems at the other, and it does
not make the state blind. Chapter 20 examines the specific tools and their
limitations; this chapter has set the threat model, and Part V develops
the technical response.
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CORPORATE SURVEILLANCE
AND DATA EXTRACTION

Corporate data extraction inverts the traditional market relationship.
The advertiser is the customer, the user supplies raw material for pre-
diction products, and the business competes to capture users; serving
them is incidental to the model. Corporate and state surveillance have
become symbiotic: legal requirements force data collection, voluntary
cooperation provides government access to data companies could never
have been legally required to collect directly, and the public-private
partnership achieves surveillance scope neither side could accomplish
alone. Current outcomes also reflect substantial state intervention: intel-
lectual property creates platform monopolies, compliance regulations
build moats around incumbents, and government contracts incentivize
surveillance development. The free-market counterfactual would pro-
duce different incentives.

Biometric and genetic data sit in a distinct category. They cannot
be rotated, because a fingerprint, iris scan, face, voice print, or genome
is the same identifier across every year of a person’s life. A breach
is permanent and irrecoverable for the individuals whose records it
contained, and legal remedies can price exposure after the fact without
undoing it. The defensive posture this forces is prevention-based and
must succeed every time, since a single breach is permanent.

Markets are responding to the privacy demand that intervention has
not satisfied. Apple’s App Tracking Transparency revealed that roughly
80% of users reject tracking when given a clear choice, encrypted
messaging has achieved mainstream adoption, and paid services offer



alternatives to ad-supported extraction. The discovery is incomplete.
Network effects, coordination problems, and government surveillance
mandates create obstacles that market competition alone may not over-
come, and further regulation risks entrenching existing surveillance
infrastructure through compliance moats that favor incumbents. The
analysis neither condemns markets nor exonerates them. It notes that
current incentives are shaped by intervention as much as by consumer
preference, and that technical and entrepreneurial solutions may suc-
ceed where regulatory ones would reinforce the structure they claim to

restrain.
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THE ANALYTICS STACK

The Analytics Stack is the integrated system through which commer-
cial firms assemble surveillance capability and state agencies deploy
it. Four layers compose it, sensor acquisition, fusion and analysis,
decision and authorization, and enforcement action, and every layer
has specialist vendors pricing their output competitively. Surveillance
has been industrialized through market specialization: capability no
single agency could lawfully build is assembled by firms and purchased
as a service, and the state pays market price for capabilities it could
not have obtained directly. The commercial channel routes around
constitutional protections designed against direct state acquisition. The
Fourth Amendment was written against compelled records; Carpen-
ter narrowly limited warrantless cell-site data without addressing the
broader commercial market in equivalent information, and the gap is
where the data-broker industry operates.

Cost curves explain the timing. Sensor cost, storage cost, and anal-
ysis cost all collapsed in overlapping phases, and when they broke si-
multaneously the stack became economically mandatory for any agency
whose competitors had adopted it. The result compresses Boyd’s
OODA loop into industrial process: every stage from raw record to
enforcement has been made efficient at once. Defense must therefore
act at the observation layer, because every downstream layer has been
optimized for throughput. Encryption, anonymous routing, location
obfuscation, pseudonymity, and cash each deny the stack one specific
observation class, and the defender’s marginal gain from any one of
them is multiplied by the downstream efficiency.



The stack is not invincible. Defender cost curves can bend down-
ward too, and the structural innovations the rest of the book develops,
strong encryption, anonymous routing, resistant money, decentralized
social infrastructure, have track records of collapsing the attacker’s cost
advantage for specific observation types. The stack’s components also
differ in reach and cost: a license-plate reader produces a movement
log while commercial spyware produces total device compromise, and
Chapter 22 threat-models against each layer separately. Legal reform
has a place but not the primary one, because regulatory pressure on any
single component displaces the capability to an adjacent one. Individual
action is not futile: the stack is economically mandatory at the aggregate
level and structurally fragile at the individual level, and a target who
denies observation at every layer is a target the downstream machinery
cannot process. The race has moved from the single-communication
layer up to the aggregation layer, and the rest of the book works at the
altitude the adversary now occupies.
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THE CRYPTO WARS

Cryptographic control fails against sophisticated actors for structural
reasons. Mathematics is indifferent to legal prohibition, information
replication costs nearly nothing, and global coordination among ju-
risdictions with divergent interests is practically impossible. Control
still succeeds against ordinary users through implementation difficulty
and usability barriers: most users accept defaults, cannot evaluate
cryptographic security, and operate within jurisdictions that compel
institutional compliance. The two-tier equilibrium, strong protection
for those who prioritize it, weak protection for everyone else, is the
empirical result of three decades of conflict.

The current phase targets builders. Sanctions, money-transmission
statutes, and conspiracy doctrines reach individuals in ways protocols
cannot be reached, and prosecutions need not succeed on every theory
to succeed as policy. A concrete cluster of regulatory initiatives carries
the phase: the European Union’s Chat Control proposal, the United
Kingdom’s Online Safety Act Section 122 powers, and the eIDAS 2.0
browser-trust mandate. Each has drawn on the Clipper-era vocabulary
of “exceptional access” and has been resisted on architectural grounds,
and Apple’s withdrawal of the NeuralHash client-side scanning pro-
posal in December 2022 showed that the critique can still overturn a
commercial deployment before it becomes entrenched. Commercial
spyware is the state’s answer to the fact that content encryption has won
the wire, and the spyware industry survives sanctions on individual
vendors through ordinary market substitution. Control has migrated
from the code to the coder and from the transport to the endpoint, and
Chapter 22 takes up the operational response.



The conflict is durable. Cryptography cannot be uninvented and
state power cannot be abolished, and jurisdictional arbitrage opens
opportunities without guarantees, and race dynamics can move toward
surveillance as readily as toward privacy depending on which pres-
sures governments respond to. Chapter 14 develops the cryptographic
foundations this chapter assumes, and Part V examines the specific
implementations the political and economic analysis here presupposes.
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CRYPTOGRAPHIC
FOUNDATIONS

Cryptography shifts trust from institutions to mathematics. Where
traditional systems require trusting intermediaries, cryptographic sys-
tems require trusting only computational hardness assumptions, the
same body of assumptions tested by decades of failed attacks. Sym-
metric cryptography hides content efficiently when keys are shared;
asymmetric cryptography eliminates the need for a prior shared secret
by giving each party a key pair whose private half cannot be derived
from the public half. Hybrid systems use both: asymmetric for key
agreement, symmetric for bulk encryption. Hash functions produce
tixed-size fingerprints that enable integrity verification, and digital sig-
natures combine hashing with asymmetric cryptography to provide
authentication, integrity, and non-repudiation. Anyone with the public
key can verify a signature independently; no authority need confirm,
and no intermediary can falsify the result.

Mathematical trust replaces some trust requirements but not all.
Key authenticity still requires external verification, meeting in person,
a web of trust, certificate authorities, or some out-of-band channel,
because mathematics cannot tell whether a public key belongs to whom
it claims. Implementations can be flawed even when algorithms are
sound, and most real-world cryptographic failures originate in code:
bad parameters, weak randomness, poor key handling, side channels.
Side-channel attacks extract information from physical observables
(power consumption, timing, electromagnetic emanations) while the
underlying mathematics holds. Humans remain the weakest link: social



engineering bypasses the mathematics entirely, and physical coercion
compels disclosure regardless of key strength. Cryptography protects
data, not people.

The quantum horizon has moved from research to production. NIST
finalized the core lattice and hash-based signature standards (ML-KEM,
ML-DSA, SLH-DSA) in August 2024 and selected HQC as a code-based
backup KEM in March 2025. Signal’s PQXDH protocol, Apple iMes-
sage PQ3, Chrome’s hybrid key exchange, and Cloudflare’s edge all
ship post-quantum cryptography in deployed consumer systems. The
transition is a major infrastructure project that must complete before
cryptanalytically relevant quantum computers arrive, because harvest-
now-decrypt-later makes today’s ciphertext an asset for tomorrow’s
decryption. Cryptography solves confidentiality, authentication, and
integrity; it does not solve endpoint compromise, metadata exposure,
physical coercion, or key authenticity, and the rest of the book addresses
what cryptography alone cannot.
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/ERO-KNOWLEDGE PROOFS

Zero-knowledge proofs separate verification from disclosure. Com-
pleteness, soundness, and zero-knowledge together ensure that true
statements can be proven, false statements cannot, and the proof reveals
nothing beyond the truth of the statement, the verifier learns what they
need without access to the underlying data. The primitive resolves
the verification dilemma that otherwise forces a choice between partic-
ipation and privacy. Different constructions make different tradeoffs.
SNARKSs produce tiny proofs with fast verification but traditionally
require trusted setup and are vulnerable to quantum attack; transparent
SNARKSs eliminate the setup at some cost to proof size or proving
time. STARKSs also avoid trusted setup and provide quantum resis-
tance but produce much larger proofs. Bulletproofs occupy a middle
ground suited to range proofs. Application requirements determine the
appropriate choice.

Production deployment has reached specific patterns. Zcash
shielded transactions and validity rollups for blockchain scaling are
operational. Group-membership attestation through Semaphore and
Zupass runs at conference-scale events, Sui’s zkLogin derives wallets
from OAuth logins without the provider learning the derivation, and
W3C Verifiable Credentials support selective disclosure in narrow
age-gate and professional-licensing deployments. Zero-knowledge
circuits over ICAO 9303 passport signatures, through Self and related
projects, carry hundreds of millions of verifications using identity
infrastructure the state itself issued. Privacy Pass ships as Apple Private
Access Tokens on hundreds of millions of iOS devices. Railgun, Aztec,
and Privacy Pools carry shielded transactions on smart-contract chains,



with association-set constructions addressing the compliance concerns
that older pool designs did not.

Universal verifiable computation and zero-knowledge KYC at broad
economic scale remain speculative. The oracle problem constrains
every application that depends on external data: a ZK proof verifies
that computation was performed correctly on given inputs, not that
the inputs were true. The category of production deployments is
expanding, the performance envelope is widening, and the primitives
developed in the research community a decade ago now carry real load,
but maturity differs sharply by use case, and a reader evaluating any
specific system should evaluate that system, not the field as a whole.
The communication-layer and monetary-layer privacy that ZK proofs
complement belong to Chapters 17 and 20 respectively.
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COMPUTING ON SECRETS

Computing on secrets is the execution complement to zero-knowledge
verification. Where zero-knowledge proves correctness of a computa-
tion whose inputs are private, computing-on-secrets performs compu-
tation on inputs that the executing party cannot see. The two primitives
solve complementary problems, and real privacy-preserving systems
combine them. Three architectural families cover the practical design
space. Fully homomorphic encryption performs arithmetic on cipher-
texts, breaking the assumption that a service running a computation
must see the data the computation runs on; its overhead has fallen
by four orders of magnitude since Gentry’s 2009 breakthrough and
continues to fall, though general-purpose computation remains out of
reach. Secure multi-party computation distributes a computation across
participants such that no party sees the whole input, with threshold
signing as the most deployed production case, MuSig2 and FROST
produce Schnorr signatures indistinguishable from single-sig spends
on Bitcoin, and Fireblocks-class institutional custody runs threshold
signing at scales that would otherwise require counterparty trust reg-
ulated institutions were not prepared to extend. Trusted execution
environments run computation inside hardware enclaves whose con-
tents are opaque to the hardware owner, with ARM TrustZone and
Apple Secure Enclave on hundreds of millions of consumer devices and
Apple Private Cloud Compute, Azure Confidential Computing, AWS
Nitro Enclaves, and Google Cloud Confidential Computing carrying
cloud-scale services.

Private information retrieval covers remote database access: every
lookup surface is an observation channel unless queries are themselves



protected, and PIR is the primitive that closes it. Signal’s produc-
tion deployment and the SealPIR and SimplePIR class of single-server
implementations have made PIR practical where the query is itself the in-
formation. Differential privacy covers the aggregation layer, bounding
through a single privacy budget how much an adversary can learn about
any individual from a released statistic. Randomized response provides
the intuition, calibrated noise provides the deployed construction, and
the U.S. Census Bureau’s TopDown Algorithm and Apple’s local-DP
telemetry are the largest deployed cases.

None of these primitives provides absolute guarantees. Homo-
morphic encryption relies on cryptographic assumptions that could
fail, multi-party computation relies on threshold assumptions about
collusion, trusted execution environments rely on hardware vendors
whose integrity is contested, and differential privacy relies on budget
discipline that can be exceeded. Maturity differs sharply by use case:
homomorphic encryption’s overhead rules out general-purpose com-
putation, multi-party computation’s organizational requirements limit
its deployment, and trusted execution environments have a history of
side-channel vulnerabilities that constrains which threat models they
suit. The Axiom of Resistance extends to this layer. Each primitive has
a specific resistance surface, and compositions compound the compro-
mise cost. Computing on secrets does not promise invulnerability; it
bends the observation cost curve upward at the execution layer, and
that bending is the architectural basis on which the privacy-preserving
applications of the next decade will be built. Implementation requires
expertise in the specific scheme, protocol, or platform, which the reading
recommendations point to.
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ANONYMOUS
COMMUNICATION
NETWORKS

Metadata exposure is a structural problem that content encryption can-
not solve. The internet’s design embeds sender and receiver identifiers
in every packet, and encrypting the payload leaves communication
patterns, timing, frequency, and volume visible to any observer along
the path. Anonymous communication architectures form a spectrum
defined by the latency-anonymity tradeoff. VPNs relocate trust to a
single provider in exchange for speed; onion routing distributes trust
across multiple relays so no single node learns both endpoints; mixnets
destroy timing correlation through batching and reordering at the cost of
latency that rules out interactive use. The adversary model determines
the appropriate tool. A local observer is defeated by a VPN, a partial-
path observer by Tor’s multi-hop distribution, a global passive observer
only by mixing. When the conventional internet is itself the adversary,
mesh and offline-first transports (Meshtastic, Reticulum, Briar, BitChat,
FIPS, amateur radio, satellite) carry messages on infrastructure no single
state controls. A privacy architecture benefits from composing several
of these transports so that an adversary who wants to deny connectivity
must deny every available channel at once.

Application-layer protocols have progressively strengthened what
encryption protects. PGP encrypted content and left everything else ex-
posed. OTR added forward secrecy and deniability for live chat. Signal
made asynchronous forward-secret messaging practical at smartphone



scale. Noise became the default construction for new secure channels.
MLS provides the same Signal-style security guarantees for groups in
O(log N) operations and shipped as an IETF standard in 2023. Each
generation solved what the previous left open and left the metadata
problem at the delivery service to the layers below. No single tool
provides complete anonymity, and every architecture has structural
limitations determined by its design tradeoffs. Chapter 22 addresses the
operational security practices that complement architectural protection,
and Chapter 20 examines the distinct metadata problems Bitcoin’s on-
chain transparency and Lightning’s channel graph create for monetary
privacy.
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BITCOIN AND THE DIGITAL
MONEY BREAKTHROUGH

Digital money failed for years because two problems remained unsolved
at once. Systems could protect privacy without decentralization or
decentralize some functions without producing money proper, but none
could prevent double-spending without reintroducing trusted control.
Bitcoin succeeded by combining previously separate ideas into one
architecture. Proof-of-work throttled denial-of-service and made cost
imposition measurable. Chain selection solved transaction ordering
without a central ledger: the chain with the most accumulated work is
the chain, and an attacker who tries to rewrite recent history is play-
ing a Gambler’s Ruin whose probability of success falls exponentially
with each additional confirmation. Mining issues the asset through
the same process that defends the network, which separates security
from monetary policy, increased hash rate produces more security, not
more bitcoin. This distinguishes Bitcoin from B-money and Bit Gold,
where proof-of-work created monetary units directly and tied supply to
hardware economics.

Bitcoin is base money. Unlike DigiCash balances or e-gold accounts,
bitcoin units are not claims on an issuer. Holders possess the units
themselves, verified by running a full node against consensus rules that
no single entity controls. Miners produce blocks, but the validating
economy defines the valid chain: a miner who tries to overclaim the
block reward or spend coins they do not own produces an invalid chain
that merchants and exchanges reject, and hash power without validity is
worthless. The architecture is a commitment device in Schelling’s sense,



rules that every participant can verify independently bind everyone
to the same ledger, and no single authority can alter them without
convincing the network to run different software.

Bitcoin’s monetary properties, its resistance to shutdown, and the
empirical survival record belong to Chapter 19. Its privacy model,
the base layer’s transparency, chain-analysis threats, and the layered
privacy tools built around it, belongs to Chapter 20. The chapter argues
that proof-of-work solved specific problems its predecessors could not;
alternative consensus mechanisms exist and their comparison is the
subject of separate work.
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BITCOIN AS SOUND AND
RESISTANT MONEY

Bitcoin’s sound-money properties are Schelling points upheld by in-
dependent validators, not promises made by issuers. Fixed supply,
predictable issuance, divisibility, portability, durability, and public ver-
ifiability are consensus rules each full node holds locally and validates
against every block it receives. Each operator’s rules are theirs alone;
no one can take them away or force the operator to accept a chain
that violates them. A coordinated shift to different rules produces a
separate chain that runs alongside the original, and the question of
which chain carries monetary value is settled by markets, merchants,
and exchanges, not by any threshold of validator participation. Trans-
parent fungibility remains the real base-layer limitation: every unit has
a traceable history, and some exchanges reject coins tied to sanctioned or
darknet activity. The privacy layers in Chapter 20 exist to restore what
the transparent ledger does not give natively. Bitcoin also satisfies the
regression theorem through voluntary market adoption, not by decree.
Early subjective valuations of censorship-resistant transaction capabil-
ity provided the non-monetary use from which monetary emergence
proceeded, consistent with the praxeological framework of Chapter 9.
Resistance properties and monetary properties are architecturally
inseparable. Sound money that can be inflated or frozen by decree is not
sound money, and Bitcoin’s decentralization, global distribution, and
economic incentives for defense ensure that the monetary rules cannot
be changed by external pressure. Proof-of-work ties block production
to a resource produced outside the ledger, so an attacker who captures



a majority of hash power faces a market that can respond by manufac-
turing more hardware, relocating miners, and drawing in new entrants,
the same response that restored hash rate after China’s 2021 mining
ban. Proof-of-stake systems cannot respond the same way because
the security resource is the coin itself. Resistance is not unlimited.
Network-level attacks, mining concentration, and jurisdictional action
can disrupt access and degrade security at the margin, and the chapter
documents these vectors alongside the resistance properties. What the
empirical record supports is that Bitcoin’s base layer has continued
producing blocks approximately every ten minutes since January 2009
under repeated state and market pressure, which is the operational
evidence the theoretical chapters predicted.



20

BITCOIN PRIVACY AND
MONETARY LAYERS

Bitcoin’s base layer is transparent by design, and a surveillance industry
has built itself around address reuse, the common-input-ownership
heuristic, change detection, network-layer observation, and KYC-
anchored cluster identification. Privacy on Bitcoin is an architectural
achievement built atop that base, with each layer introducing distinct
tradeoffs along two axes: on-chain versus off-chain, and non-custodial
versus custodial. Script primitives (multisig, timelocks, hash locks,
HTLCs) enable layered construction without trusted intermediaries.
CoinJoin and PayJoin improve on-chain privacy without changing
consensus rules. CoinSwap severs the link between spent and received
coins across separate ordinary-looking transactions with no on-chain
mixing fingerprint; the construction is mainly theoretical on Bitcoin
today, with Lightning serving as its off-chain production analogue.
Lightning, Ark, and Spark move payments off-chain while preserving
unilateral exit, at differing costs in operator visibility, liquidity
management, and scripting capability. Custodial layers surrender
unilateral exit for stronger privacy along a spectrum of increasing
trust distribution: mixers conceal flows from outside observers but
not from the operator, Chaumian ecash (Cashu and Fedimint) blinds
the operator cryptographically at the cost of custody, and the Liquid
federated sidechain distributes custody across a consortium while
hiding amounts but leaving the transaction graph visible. Shielded
client-side validation pushes the frontier further by publishing only



opaque commitments the chain cannot read, in exchange for current
research-stage maturity.

Monero and Zcash build privacy into the base layer, accepting a
larger cryptographic assumption set and less programmability in ex-
change for default privacy. Monero’s ring signatures hide the real
input among sixteen decoys, key images prevent double-spend with-
out revealing the real spender, stealth addresses break address-reuse
clustering, and Ring Confidential Transactions hide amounts at the
cost of transaction sizes roughly ten times a comparable Bitcoin spend.
Decoy-selection attacks narrow the effective anonymity set below six-
teen; FCMP++ replaces rings with a zero-knowledge proof over the
entire output population, eliminating the attack class entirely, with
a hardfork in preparation. Because privacy is hardcoded into the
transaction format, Monero has no user-facing scripting: Lightning-
class channels, HTLCs, and covenant schemes are absent by design.
Zcash’s zk-SNARKSs shield sender, receiver, and amount together across
three proof-system generations (Sprout 2016, Sapling 2018, Orchard
with Halo 2 2022), with Halo 2 eliminating the trusted-setup assump-
tion. The optional-shielding model means transparent and shielded
transactions coexist: when most economic activity is transparent, chain
analysis can extract information about the shielded pool from the edges
of shielded-to-transparent transfers.

Ethereum’s base layer is as transparent as Bitcoin’s, with an account
model that makes address reuse the default payment mechanism. ZK
rollups publish all transaction data to Ethereum as calldata; the zero-
knowledge proof certifies correct computation on a transparent ledger,
not privacy on an opaque one. Privacy on Ethereum is an application-
layer property. No single layer provides complete financial privacy;
each tool addresses specific metadata problems while leaving others
unresolved, and operational discipline across layers, examined in Chap-
ter 22, remains essential. The anonymous-communication foundations
beneath these monetary layers (VPNs, Tor, mixnets) belong to Chapter
17.
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DECENTRALIZED SOCIAL
INFRASTRUCTURE

Nostr addresses the identity-capture problem through protocol design.
Identity is a user-controlled keypair, content is signed and distributed
through relays the user chooses, and exit remains possible without
losing identity. Anyone can operate a relay, and moderation happens at
the relay and client layers through market services instead of protocol-
level authority. Reputation emerges through web-of-trust and domain-
based verification instead of platform checkmarks. The signed-event
architecture is simple enough that the same infrastructure carries long-
form articles, classified listings, live video, wiki entries, audio rooms,
software releases, and encrypted group messages alongside short social
posts. One keypair can serve many purposes and carry reputation
across contexts, and the NIP system allows protocol evolution without
central authority. Alternatives fall short for different reasons: Mastodon
keeps identity server-dependent, Bluesky’s reference architecture cre-
ates heavy relay and indexing requirements that still concentrate much
of today’s network even as portability improves, and blockchain-based
solutions impose global consensus requirements unnecessary for social
communication.

Privacy limitations are real. Nostr provides pseudonymity, not
anonymity. Relay operators see metadata and the social graph is largely
public; persistent keys accumulate behavioral patterns that combine
into identifiable profiles over time. Key management remains unsolved:
key loss is permanent and compromise is irreversible, while rotation con-
ventions remain inconsistent across clients. These problems are inherent



to self-sovereign identity systems and do not yet have mature solutions.
The Marmot protocol addresses the encrypted-group-messaging and
metadata-hiding problems directly by composing MLS with Nostr’s
relay network. The protocol itself optimizes for censorship resistance
and user control; users needing strong privacy still supplement it with
anonymization tools or purpose-built private systems.

Current centralization tendencies exist despite the decentralized de-
sign. A few large relays carry most traffic and a few clients attract most
users; content discovery routes through a handful of indexing services,
reproducing the concentration pattern the protocol was designed to
prevent at the identity layer. Whether market competition maintains
enough alternatives to prevent reconcentration is an empirical question
the protocol alone cannot answer. Nostr shows at the protocol level that
complex coordination can emerge from simple infrastructure without
central control, and that users can retain network effects with less
platform lock-in while holding identities that remain both self-sovereign
and socially useful. That pattern generalizes beyond social media.
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OPERATIONAL SECURITY

Human behavior is the weakest link in any security system. Silk Road
fell through handle reuse and server misconfiguration, not through
a failure of Tor or Bitcoin at the protocol layer. LulzSec members
were caught because they trusted Sabu, who was already an informant.
Reality Winner was identified through printer steganography dots em-
bedded in the document she leaked. Blockchain analysis has traced
Bitcoin transactions to identified exchanges and produced hundreds of
arrests. John McAfee’s location was exposed by GPS coordinates in
a photograph’s metadata. In each case, operational exposure turned
working tools into compromise, the cryptography did not fail on its own.
Social engineering, convenience shortcuts, handle reuse, and identity
crossover defeat technical protection from the side it cannot defend.
Threat modeling must precede defensive measures. Security is rela-
tive to a specific adversary, and the same measure can be overkill against
one and dangerously inadequate against another. The OODA frame-
work from Chapter 1 provides the strategic guide: break the adversary’s
cycle at observation, where prevention is cheapest. Compartmentaliza-
tion is the operational discipline that enforces the principle, and it is
irreversible once broken. Once an adversary links two identities, the
correlation cannot be unlinked, which is why different identities require
separate handles, hardware, networks, and activity patterns from the
first action onward. Groups face infiltration as a structural threat instead
of a personnel problem. Organizations must assume hostile actors
will attempt entry and design for damage containment through com-
partmentalized knowledge and redundancy, because detection alone is
insufficient against competent infiltration. The same logic extends to



recurring physical spaces. Physical meeting spaces survive longer when
access and contingency plans are bounded and venue knowledge does
not spread beyond participants who need it.

Perfect OPSEC is not achievable. Fatigue causes slips and complex-
ity creates new failure modes; sufficiently resourced adversaries may
succeed regardless of either. Risk acceptance is a necessary component
of rational security practice: explicit acknowledgment of residual risk
instead of the pretense that mitigation has eliminated it. Operational
discipline does not replace cryptographic tools or the institutional struc-
tures in Chapters 24 and 25, it is one layer of defense, not the whole
system. Knowing when additional measures are not worth their cost
is part of good security. Chapter 23 turns the sorting frame into
progressive implementation matched to threat models.
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IMPLEMENTATION STRATEGY

Privacy implementation is progressive, not binary. Effective practice
builds from foundational measures (password management, two-factor
authentication, encrypted messaging, device encryption) through in-
termediate steps (Bitcoin, Lightning, VPNs, compartmentalization) to
advanced practices (Tor, Qubes, GrapheneOS, full identity separation).
Each level builds capabilities for the next while providing immediate
protection, and which level is appropriate depends on the threat model
instead of a universal standard. Beyond the advanced tier sits the
sovereign-host tier: a small server or repurposed old laptop running
Start9 or Umbrel that hosts a Bitcoin full node and Nostr relay alongside
a full suite of self-hosted applications at the user’s residential connection.
The tier removes the triangular-intervention pathway that compels com-
mercial providers to surveil their customers, because a sovereign host
answers only to the physical control of its owner.

Community extends what individuals can achieve alone. Tool
adoption requires counterparties, and trust develops through repeated
interaction. Local meetups function as physical bridgeheads where
online handles become remembered faces and the parallel economy
grows through recurring trade. Implementation moves beyond the
solitary user as well. Households and small businesses need shared
rules: which communication channels to use for sensitive matters and
how treasury keys separate from daily operational access. The first
meaningful win is a commercial loop that earns and spends privately,
then repeats.



Proxy merchants help that loop start sooner. OTC exchangers and
purchasing agents let small networks trade before every participant can
stand entirely on private rails.

No single tool or configuration provides adequate protection on its
own. Tools serve threat models, and generic advice assumes generic
threats, effective protection requires the personalized assessment Chap-
ter 22 develops. The parallel economy is also not ready for complete exit
from state-supervised systems. Implementation is incremental, and to-
day’s parallel economy supplements the old system instead of replacing
it. Chapter 25 synthesizes the full argument, assesses what the working
tools have already achieved and what remains unbuilt, and answers the
book’s opening challenge directly. Privacy is an ongoing practice; the
question to ask is whether you are making progress from where you
are now, and the answer depends on starting there, improving what
can be improved, and finding the community that makes the practice
sustainable.
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TRUST AND DISPUTE IN THE
PARALLEL ECONOMY

Tools solve transport and settlement; they do not settle reliability or the
judgment problems that arise when strangers trade under pseudonymes.
A parallel economy needs institutional structure alongside its technical
stack, and reputation under pseudonymity is the starting point. Persis-
tent pseudonyms can accumulate trust while refusing civil identity, and
the cost of abandoning accumulated reputation disciplines behavior.
The tension is that the same continuity that enables trust also enables
tracking. No deployed system maximizes both reputation and unlink-
ability at once, and reputation systems can reconcentrate into dossier
infrastructure if every trade demands signed proof and each proof gets
stored permanently. The discipline required is selective disclosure:
reveal what the transaction needs and no more. Zero-knowledge creden-
tials and attestation-based reputation protocols, still immature, open the
prospect of separating reputational claims from the specific transactions
and identities that produced them.

Escrow, multisignature arrangements, staged commitments, and re-
lease conditions make fraud costly and honest trade easier for most
bounded disputes. These mechanisms reallocate trust instead of re-
moving it: the parties still trust the keys and the software, and some
arrangements also require trust in an arbiter, but narrow trust is often
enough. Harder cases involving contested quality or ambiguous perfor-
mance require arbitration structures that remain immature relative to
state courts. The parallel economy has solved settlement more cleanly
than it has solved adjudication, and private arbitration has not reached



the procedural depth long practice builds. Institutional emergence
follows use: merchants with good dispute practices attract repeat busi-
ness, and meetups that bring serious traders together become economic
infrastructure.

Proxy merchants belong to the same pattern. Exchangers and for-
warding operators emerge because they solve a real bottleneck at the
edge of the market, and they remain healthy only while their role stays
competitive and replaceable.

The institutional layer is not complete. Credit and trade finance
remain largely unbuilt for pseudonymous commerce, and the tools
for payment and communication have outrun the institutions for fi-
nancing ongoing enterprise. Physical goods remain constrained by the
anonymity gap that digital tools cannot bridge. These limits give the
project shape without undermining its direction. The architecture exists
for bounded trade and institutional experimentation to proceed, and
Chapter 25 returns to the larger question of what happens when these
practices compound.
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BUILDING THE PARALLEL
FCONOMY — CONCLUSION

This book has traced an argument from axiom to implementation, from
theory to operational reality.

Privacy is structural to human action. It cannot be coherently de-
nied in rational discourse. It can be defended through cryptographic
tools that raise the cost of control and preserve room for voluntary
coordination.

States surveil because observation enables targeting and collection,
and because both support control. When observation becomes un-
reliable or expensive, those mechanisms weaken. The apparatus of
financial surveillance and identity requirements, together with broader
regulatory control, depends on keeping economic life legible enough to
monitor and interrupt.

The mathematics have not abolished conflict, but they have changed
its economics. Defense can be cheap while attack becomes expensive. A
transaction hidden from routine observation is harder to tax; a wallet
that cannot be confidently linked is harder to seize. When these costs
rise across enough activity, control loses efficiency and reach.

The parallel economy already processes transactions the state did
not authorize and routes messages agencies cannot routinely read. Stor-
ing value outside ordinary seizure channels and encrypting default
communication channels remove activity from routine observation. As
adoption spreads, these gains compound.

The state claims a monopoly over money and communication, and
therefore over the coordination built on both. That claim is already



weaker than it appears. Bitcoin operates, Tor keeps routing, Signal keeps
delivering, the computing-on-secrets primitives work at the scales they
were built for, and the post-quantum migration has begun in production
systems. The monopoly persists where people still depend on rails built
for surveillance and control, and it retreats where they do not.

The work is practical: run a node, generate keys, encrypt by de-
fault, transact privately, join or start a meetup, contribute to an open
implementation, and build the habits and institutions that let the tools
reinforce one another. The tools exist, and their reach depends on
whether people use them.

Build.



READ THE FULL BOOK

The complete Praxeology of Privacy, with full derivations, citations, and
the technical detail summarized here, is available at:

https://towardsliberty.com/pop

Both the print and digital editions are linked from that page, along
with the source LaTeX, the companion notes, and updates that the
printed volume cannot carry. If a particular summary in this volume
pointed you to a question the chapter itself addresses, that is the right
place to look next.


https://towardsliberty.com/pop
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